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PREFACE
Nigeria took a turn for an exciting and refreshing phase on 28th November, 2019 when 
President Muhammadu Buhari GCFR, launched the National Digital Economy Policy and 
Strategy (NDEPS 2020-2030). The Policy has led to the activation of many latent laws and 
initiatives that were hitherto underperforming or undervalued. The vision of the NDEPS is 
to transform Nigeria into a leading digital economy, creating sustainable wealth and oppor-
tunities for all. To drive the digital economy policy, the Federal Ministry of Communications, 
which was renamed Federal Ministry of Communications and Digital Economy in 2019, 
was handed the mandate. The Ministry oversees the National Information Technology 
Development Agency (NITDA).

NDEPS has eight pillars - Developmental Regulation; Digital Literacy & Skills; Solid Infrastruc-
ture; Service Infrastructure; Digital Services Development & Promotion; Soft Infrastructure; 
Digital Society & Emerging Technologies; and Indigenous Content Development & Adoption. 
The Nigeria Data Protection Regulation (NDPR) falls under the first pillar- Developmental 
Regulation. The objective of this pillar is to ensure an effective regulatory oversight of the 
information, communication, technology and digital economy space to engender acceler-
ated and inclusive development.

NITDA’s implementation of the NDPR has been inf luenced by the overall policy objective 
of the NDEPS. Every regulation issued must go beyond mere proscription or prescription 
of actions to unleashing the tremendous possibilities innate in every Nigerian. The NDPR 
as a subsidiary legislation was innovatively crafted to match all the foundational principles 
of data protection from the Convention 108+, the Malabo Convention on Cybersecurity and 
Data Protection to the General Data Protection Regulation (GDPR). However, the regulation 
further creates huge economic possibilities for professionals, while improving the ease of 
doing business in Nigeria.

This NDPR Performance Report, being the first of its kind is aimed at highlighting key 
initiatives, successes and challenges of implementing the Regulation. The NDPR being a 
flagship of the NDEPS, is expected to be used as a learning curve for Nigeria and Africa on 
how to effectively implement global laws with due consideration of local peculiarities and 
opportunities.
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Muhammadu Buhari, GCFR
President,  Federal Republic of Nigeria

On 28th November, 2019, directed all Ministries, Departments and Agencies 
of government to comply with the Nigeria Data Protection Regulation (NDPR)
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Dr. Isa Ali Ibrahim Pantami, FNCS, FBCS, FIIM
Minister of Communications and Digital Economy

On 25th November, 2019, signed the Nigeria Data Protection Regulation (NDPR) and has 
championed the NDPR implementation in Nigeria
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Kashifu Inuwa Abdullahi, CCIE
Director General / CEO, NITDA

On 15th May 2020, signed the Guidelines for Management of Personal Data by Public Institutions. 
He also issued the first Data-breach fine in Nigeria’s history
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From the Director General

T he issuance of the Nigeria Data Protection Regulation (2019) by my predecessor 
Dr. Isa Ali Ibrahim Pantami, the Hon. Minister for Communications and Digital 
Economy, was a turning point in the history of data protection in Nigeria. The 

NDPR tested our capacity for regulatory implementation to the hilt. The NDPR is unique 
in its implementation model which innovatively uses private sector professionals 
to  act as Data Protection Compliance Organisations (DPCOs), thereby accelerating 
compliance and creating a turn-key sector. 

I am proud of the modest strides we have made in the short period of implementation. 
Our success says a lot about what we can do, as a nation, if we believe and trust in our 
young people, private sector and public service. Indeed, the NDPR has been driven 
by the energy and vision of our dedicated team at the National Information Technol-
ogy Development Agency (NITDA) coupled with the wise leadership provided by our 
supervisory Ministry.

Our goal in this report is to give all stakeholders the opportunity to understand how we 
have fared in the  implementation of the NDPR. This understanding would generate 
further research and provide guidance to other regulators, partners, data controllers, 
data processors and all other stakeholders. As part of this report, we have made a com-
pilation of all the organisations who filed their annual audit report for the year 2019. 
While the submission of an audit report does not conclusively indicate compliance 
with all tenets of data protection, this list shows organisations who have complied 
with the audit filing requirement of the NDPR, which is a key milestone towards com-
pliance. It is important to note that non-filing of the NDPR audit report is a breach of 
the Regulation. I urge organisations who missed the audit filing for 2019 to prioritise 
compliance for 2020 and beyond. 

We do appreciate your support and seek further collaboration and cooperation as we 
continue to build Nigeria’s digital economy to become the cynosure of all eyes.

Kashifu Inuwa Abdullahi, CCIE

Director General/CEO, 
NITDA

EDITORIAL TEAM
D r.  Vi n c e nt  O lat u n j i ,  N I T DA

Olufemi Daniel CDPO,  N I T DA

I b ra h i m  Ye k u ,  C C E P/ I
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Data has become the most critical resource in the Digital 
Economy. With the digital economy accounting for  17.8% of 
the GDP, the value of personal, economic, social and other 

data types would continue to surge. Regulating the use of personal 
data became critical for a number of reasons which include the 
prevalence of transactional internet, that has brought about ris-
ing violations of privacy rights by digital companies; the need for 
Nigerian businesses to show compliance with international data 
protection laws, among others.

The NDPR was issued on 25th January, 2019 pursuant to Section 
6(a,c) of the NITDA Act, 2007. The Regulation covers every person 
subject to the laws of Nigeria, whether resident in Nigeria or not. It is 
aimed at safeguarding the rights of persons to privacy; fostering safe 
conduct for the transactions involving the exchange of personal data; 
preventing manipulation of personal data; and ensuring that Nigerian 
businesses remain competitive in international trade through the safe-
guards afforded by a just and equitable legal regulatory framework. 

Since the issuance of the NDPR, Nigeria has turned a significant 
corner in her drive towards the maturation of the Digital Economy. 
The level of compliance is growing as shown in a key compliance 
indicator which requires the filing of a data audit report by every 
data controller and processor. Article 4.1(5) of the Regulation requires 
the filing of an initial data audit report and a subsequent annual 
audit report by every data controller and processor. This process has 
helped NITDA to have an overview of the state of data governance 
in the reporting entity while also helping government understand 
requisite intervention points to improve data governance, cyber-se-
curity and privacy protection. The initial audit report and the 2019 
audit report were merged for the purpose of reducing compliance 
burden. Subsequent annual reports are required to be filed on or 
before 15th March of every year. 

Before the introduction of the NDPR, no Nigerian entity could boast 
of compliance with data protection laws. Selected multinationals 
had some level of compliance imposed on them by their parent 

companies. This however changed drastically between 2019-2020 
(the year under review). From near zero compliance, the country has 
recorded an impressive growth in data protection compliance. Nigeria 
now has a verifiable database of statutory audit reports filed by 635 
entities. Aside the audit report indicator, our surveillance confirms 
the growing rate of compliance with the NDPR across various sectors. 
This is a major leap considering the paucity of funds, the limited time 
for entities to attain compliance, inadequate awareness and various 
challenges faced by all stakeholders. 

NITDA, as the  regulator, had some initial resistance from various 
quarters as to its statutory powers and capacity to implement the 
NDPR. However, NITDA’s innovative approach to the NDPR imple-
mentation has been validated by critical stakeholders such as In-
ternational Organisations, Data Protection Officers (DPOs) and Data 
Protection Compliance Organisations (DPCOs) who represent the 
organisations most impacted by the NDPR. NITDA’s role in pioneering 
data protection is pivotal, as the experiences garnered so far would 
be of immense benefit to any succeeding organisation having an 
oversight over data protection. 

In a survey conducted in July 2020, 74% of the respondents opined 
that the NDPR met the need of the Nigerian environment; 76% said 
the unique introduction of Data Protection Compliance Organisations 
(DPCOs) helped in their compliance with the NDPR. 72% noted that 
NITDA has provided requisite support for industry adoption of the 
NDPR. The rate of public awareness was put at 54%. 85.3% of the 
respondents stated that compliance with the NDPR enhances good 
perception about their business. Respondents want the regulator to 
work towards the increase of public awareness, upgrade the NDPR 
to an Act of the National Assembly and enforce punitive sanctions 
for non-compliance 

This feedback would help NITDA, the Federal Ministry of Communica-
tions and Digital Economy (FMoCDE), relevant government Agencies 
and the National Assembly to  effectively direct policy, resources and 
legislations to build on the successes already attained.

1.O STATE OF DATA 
PROTECTION IN NIGERIA
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2.O BY THE NUMBERS

Sectors
Represented

N12,650,000 Was Paid To
Federal Government For 
For Filing Of NDPR
Audit Report

N12.6m
7Data Controllers

Scheduled For
Immediate Enforcement

Compliance &
Enforcement

Notices Issued

13

Jobs Created Through
NDPR Implementation

2686 

Highest Compliance:
Financial Services Sector

36.3%

N2,295,240,000 Is The Value 
Of The NDPR Audit Market 

N2.2B
230

93NDPR Events
Facilitated 

Issues
Resolved

790

1230
Phone Calls
In 15 Months

Fines Issued &
Collected 

1m

Investigations
Conducted On
Alleged Data
Breaches15 

Investigation
Concluded1

635
Audit Filings

Received
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NITDA appointed as the Vice 
Chair of the African Union 

(Policy and Regulatory 
Initiative for Digital 

Africa- PRIDA) Working 
Group on Data Protection 

Harmonisation and 
Localisation.

Lagos Internal Revenue 
Service breach investigated 

for which reprimand and 
fine of One Million naira was 
issued. This case is the first 
successful data breach case 

closed under the NDPR.

Data Protection sector is 
valued at N2,295,240,000 
(using the median value of 

audit implementation cost)

3.O ACHIEVEMENTS

The Federal Government 
earned the sum of 

N12,650,000 from DPCO 
licensing and Audit report 

filing.

Creation of over 2,686 new 
job roles.

Inauguration of Data Breach 
Investigation Team in 

conjunction with the office 
of the Inspector General 

of Police.
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Issuance of 230 compliance 
and enforcement notices.

8 data breach cases initiated 
and deposited with the 

Police.

Over 790 issues were 
resolved.

70 Data Protection 
Compliance Organisations 

licenced.

Guidelines on the Use of 
Personal Data by Public 

Institutions, 2020 issued.

Launch of the NDPR Portal 
for filing of audit reports and 

reporting of breaches.

The NDPR Implementation 
Framework 2020 issued.

A public advisory was 
issued on Truecaller service, 

leading to the review and 
improvement of the Privacy 

Policy. NITDA made inputs to 
the updated privacy policy.
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MINING

6
1%

PUBLIC SECTOR

17
3%

AGRICULTURE

29

ENERGY

65
10%

1%

35%

5%

HEALTH

26
4%

CONSTRUCTION

9
1%

MANUFACTURING / FMGG

92ICT

55
8%

FINANCIAL SERVICES

220

CONSULTANCY
54
9%

TRADE  & EDUCATION

7
REAL ESTATE

22
4%

14%

TRANSPORT & LOGISTICS

33
5%

TOTAL:
635/100%

NITDA officials participated in 93 public and 
private sector organised events some of which 
include:
• Security and Exchange Commission webinar on NDPR.

• Chief Information Officers of Banks Forum (CBN).

• Chartered Institute of Bankers of Nigeria seminar on NDPR.

• Institute of Directors (IoD) webinar on NDPR.

• Nigeria Computer Society (NCS)- organised public 
awareness on the NDPR.

• Abuja Chamber of Commerce and Industry (ACCI), 
organized a roundtable on the European Union General 
Data Protection Regulation (EU GDPR).

• American Business Council workshop on the Data 
Protection Bill.

• Lagos State Government Ministries, Department and 
Agencies training on NDPR.

• DPCO-organised awareness workshops and seminars on 
the NDPR.

NITDA hosted the following capacity building and 
awareness events
• Privacy Week 2020 featured schools debate, media 

campaign, national symposium and press conference

• Stakeholders’ workshop on the NDPR Implementation 
Framework- Lagos and Abuja

• Data Protection Officers’ training- Lagos 

• DPCO workshop- Abuja

• Media Executives’ Workshop- Abuja

• NITDA’s general staff training on the NDPR

• Personal Information Management Systems training for 
selected staff

4.O CAPACITY BUILDING 
AND AWARENESS

Astute Montessori School, Kuje- Champions (Junior) National 
Privacy Week Debate Competition (January, 2020)
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5.O ANALYSIS OF AUDITS 
FILED ON SECTORAL BASIS
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A. African Union PRIDA Project
NITDA was nominated by the FMoCDE to represent Nigeria on the 
Policy and Regulatory Initiative for Digital Africa (PRIDA) work group 
on Data Protection Laws Harmonisation and Localisation hosted 
by the African Union Commission. NITDA was appointed as the 
Vice-Chair of the group which comprises 26 African countries and 
the European Union Commission representatives. 

The group has drawn up a framework to harmonise data protec-
tion laws on the continent, highlighting the economic and social 
objectives, goals and indicators. The draft framework is currently 
being test-run in five selected countries after which it would be 
replicated in other African countries.

B. Participation at the Africa Forum Hosted by 
Hogan Lovells LLP

The Agency was invited to speak at the Africa Forum hosted annu-
ally by Hogan Lovells, an international law firm with offices in 120 
countries. The Forum afforded Nigeria an opportunity to speak on the 
strides being made following the implementation of the NDPR. The 
event opened Nigeria up to investment enquiries thereby attracting 
a wide array of international investors to explore opportunities in 
the Nigerian digital economy space.

C. Participation at the American Business Council 
Workshop on Data Protection

The Agency spoke and participated actively at the American Business 
Council workshop on Data Protection. NITDA’s position on data 
protection for Nigeria was strongly canvassed while getting other 
perspectives to make the current initiatives stronger.

D. Exploratory Meeting with the European Data 
Protection Office (EDPO)

The Agency met with officials of the EDPO at the 2019 edition of 
Gulf International Technology Expo (GITEX). The meeting sought 
to initiate partnership to enable Nigerian data controllers who de-

sire to deal with European data subjects personal data, to meet the 
requirement of Article 27 of the GDPR, which requires the presence 
of a local representative for a foreign data controller.

E. NITDA-Central Bank of Nigeria (CBN) 
Cooperation on Data Protection

NITDA and the CBN have engaged in a series of meetings to explore 
the possibilities of harmonising and deepening data protection 
compliance in the banking sector. This is bearing fruit already as 
the financial sector recorded the highest level of data audit report 
filing, accounting for 36.3% of total filings.

F. NITDA- Securities and Exchange Commission 
(SEC) Cooperation on Data Protection 

The SEC organised a webinar for Capital Market Operators. The 
event had Management of SEC and 590 participants in the audi-
ence. NITDA and SEC have agreed to work together to accelerate 
data protection compliance in the capital market.

G. NITDA-MDAs Cooperation on Data Protection
NITDA has been engaged to help various MDAs towards compli-
ance with the NDPR. The Agency has been providing advisory and 
capacity building support for selected MDAs and security agencies.

H. DPOs under DTTWG of MDAs
Selected members of the recently inaugurated Digital Transformation 
Technical Working Group of MDAs would be appointed and trained 
as the Data Protection Officers for their organisations.

6.O COOPERATION AND 
PARTNERSHIPS
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7.O COMPLIANCE AND 
ENFORCEMENT

In the year under review, NITDA served 51 enforcement notices on data controllers who are perceived  to have breached the  provisions 
of the NDPR. Also, 180 compliance notices were served on Ministries, Departments and Agencies of government, one of which is the 
Lagos Internal Revenue Service (LIRS) breach.

The LIRS  was found to have exposed the personal data of some taxpayers in the process of harmonising historical tax data. NITDA 
initiated an investigation on LIRS and its major data processor. 

A fine of One Million naira (N1,000,000.00) (over $2,500) was imposed on the LIRS. The decision on fine value was reached after 
considering the cooperation and prompt remedial actions taken by the LIRS in the course of the investigation. 

A. Enforcement Activities
NITDA has commenced investigation into the activities and operations of seven 
(7) data controllers as part of its enforcement drive. NITDA being mindful 
of the implications of negative publicity on business, has refrained from 
making public statements on breach until the legal and procedural basis 
has been established.

17

NIGERIA DATA PROTECTION REGULATION PERFORMANCE REPORT (2019-2020)

NATIONAL INFORMATION TECHNOLOGY DEVELOPMENT AGENCY



NITDA in compliance with the NDPR, embarked on its compliance audit. The audit covered all of the organisation’s  processing ac-
tivities. The following activities were carried out in the course of the audit:

I. Training of Management and selected Staff on the NDPR;

II. Security testing on all websites, and information security assets;

III. Review of policies and documents; 

IV. SWOT analysis;

V. Gap Analysis;

VI. Recommendations for improved data protection; and

VII. Completion of the Audit Questionnaire provided in the NDPR Framework.

VIII. Placement of the NDPR Notice on entry at the NITDA premises;

8.O NDPR AUDIT 
COMPLIANCE BY NITDA

Accountability
and Governance

Data Protection
Officer/Data 
Protection
Compliance
Organization

Documentation
to Demonstrate
Compliance

0%

20%

10%

40%
30%

50%

60%

70%

80%

NITDA Compliance level across the three audit domains
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A. Guidelines on the Use of Personal Data by Public Institutions 2020 
This Guideline mandates every public institution to appoint a Data Protection Officer and a Data Protection Compliance Organisation. Also 
every major data processing project must be preceded by a report of Data Protection Impact Assessment. Public institutions cannot uni-
laterally process personal data without complying with safeguards provided by the Guideline. Available for download at www.nitda.gov.ng 

B. NDPR Implementation Framework
The Framework provides clarification on various provisions of the NDPR. It guides all stakeholders on how the Regulation should be im-
plemented. The Framework provides a template audit question, a sample privacy policy and a whitelist of countries with adequate data 
protection laws. Available for download at www.nitda.gov.ng 

C. Licensing of Data Protection Compliance Organisations
The DPCO concept was originally conceived and implemented by NITDA to accelerate compliance, bridge capacity gap and develop a data 
protection service industry, thereby creating viable economic opportunities. In the past one year, the number of DPCO grew from 11 in July 
2019 to 70 in April 2020. The licensing criteria is available at www.ndpr.nitda.gov.ng

9.O KEY REFORMS
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One of the novelties of the NDPR is the introduction of the DPCOs.  
A DPCO is an organisation licensed to provide data protection 
compliance services, audit and training for data controllers and 
processors among other functions. The DPCOs have contributed 
immensely to the awareness and compliance level we have achieved 
in such a short period. The audits being conducted by DPCOs help 
to determine organisations who have begun their journey to data 
protection compliance. Indeed, submission of audit report alone, 
does not indicate full compliance, however, it helps regulators know 
areas for future regulatory intervention.

The DPCO scheme requires a more stringent regulatory oversight 
as there are instances of unprofessional conduct.  A draft DPCO 
Code of Practice (Code) has been developed by NITDA to entrench 
professionalism and regulate the activities of the DPCOs. The Code 
would be released upon consummation of the stakeholders’ en-
gagement process.

The list of licensed DPCOs is available for download at https://nitda.gov.
ng/wp-content/uploads/2020/08/V4.1-UPDATED-DPCO-LIST_11.pdf 

10.O DATA PROTECTION 
COMPLIANCE 
ORGANISATIONS (DPCOs)
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NITDA is currently reviewing filed audit reports. The preliminary 
evaluation indicates that data controlling and processing entities 
need to improve their systems and processes. Our aggregate obser-
vations and recommendation to all entities are as follows:

I. digitise visitor register;

II. conduct of vulnerability assessment and penetration testing 
on all critical portals on a periodic basis;

III. develop and implement risk-based approach to management 
of information security;

IV. conduct data protection awareness for staff and suppliers;

V. document policies and procedures to align with the NDPR;

VI. develop a framework and methodology for the review of policies 
and procedures in the organisation;

VII. develop capacity building plan for all staff;

VIII. develop a framework for data mapping and conduct a data 
mapping for all type of personal data collected and processed;

IX. identify and document all sources of personal data which cut 
across the product portals and websites;

X. review and update Human Resource Policy to capture the 

management of employees’ personal data in compliance with 
the NDPR;

XI. implementation of security tools including but not limited to:

 n encryption – Ensure volume encryption on all critical sys-
tems and Database Encryption

 n log Management/SIEM/DAM

 n file Integrity Monitoring (FIM)

 n data Loss Prevention Solution

 n data  Discovery Solution

 n identity and Access Management Solution

 n anonymization/Pseudonymization Solution

 n information Lifecycle Management Solution

XII. develop a framework and methodology for conducting Data 
Protection Impact Assessment (Covering both existing and 
potential projects)

XIII. develop and operationalise Incident Management Policy and 
Procedure

11.O NOTES ON AUDIT 
REPORTS FILED
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12.O CHALLENGES

Like most data protection authorities, NITDA was hampered by lack of adequate funds, human resource and capacity to fully execute the 
huge mandate vested on it. The NDPR as a subsidiary legislation, has limitations in terms of enforcement powers. Another challenge is the 
uneven awareness of the regulation. Over 93% of organisations that filed the statutory audit report are based in Nigeria’s largest commercial 
centre- Lagos, while other parts of the country are yet to appreciate the impact  of the NDPR on their operations.

Furthermore, public institutions have been slow in compliance with the NDPR. This however has started changing going by the number of 
enquiries and request for  support NITDA has received.

The main challenges to the NDPR implementation can be summarized as follows:

I. Inadequate awareness

II. Paucity of human and financial resources

III. Bottleneck to data breach investigation and prosecution

IV. Limitation of power for enforcement

NIGERIA DATA PROTECTION REGULATION PERFORMANCE REPORT (2019-2020)
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LIST OF DATA PROTECTION CASES INVOLVING NITDA

S/N PARTIES SUIT NUMBER

I Incorporated Trustees of Laws and Rights Awareness Initiative
V
1. Facebook Inc.
2. National Information Technology Development Agency

FHC/ABJ/CS/546/2019

II Incorporated Trustees of Digital Rights Lawyers Initiative
V
1. Chessplus International Limited
2. National Information Technology Development Agency

FHC/ABJ/CS/148/2020

III 1. Olumide Babalola LP
2. Olasukanmi Bello 
V
1. Nigeria Immigration Service
2. National Population Commission
3. National Health Insurance Service
4. Federal Inland Revenue Service
5. National Pension Commission
6. Independent National Electoral Commission
7. Federal Road Safety Commission
8. Nigeria Communication Commission
9. Nigeria Police Force
10. Nigerian Correctional Service
11. Corporate Affairs Commission
12. Economic and Financial Crimes Commission
13. Central Bank of Nigeria
14. National Identity Management Commission
15. National Information Technology Development Agency

FHC/L/CS/57/2020

13.O COURT CASES 
ON DATA PROTECTION 
INVOLVING NITDA
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S/N PARTIES SUIT NUMBER

IV Incorporated Trustees of Digital Rights Lawyers Initiative 
V
1. Lekki Concession Company Limited
2. National Information Technology Development Agency

FHC/ABJ/CS/1430/19

V 1. Olumide Babalola LP
2. Olasukanmi Bello 
V
1. True Software Scandinavia AB
2. National Information Technology Development Agency

FHC/L/CS/75/2020

VI 1. Incorporated Trustees of Paradigm Initiative for Information Technology Development
2. Incorporated Trustees of Digital Rights Lawyers Initiative
3. Olasukanmi Bello
V
1. Nigeria Immigration Service
2. National Immigration Service & National Information Technology Development Agency

FHC/ABJ/CS/1432/19

VII 1. Incorporated Trustees of Digital Rights Lawyers Initiative
2. Sukanmi Bello 
V
1. Lagos State Inland Revenue Service
2. National Information Technology Development Agency

FHC/ABJ/CS/1401/19

VIII 1. Incorporated Trustees of Digital Rights Lawyers Initiative
2. Sukanmi Bello 
V
1. Lagos State Inland Revenue Service
2. National Information Technology Development Agency

FHC/L/CS/56/2020
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I. The Huge Prospects of Nigeria Data Protection Regulation 
https://opinion.premiumtimesng.com/2019/04/16/the-huge-prospects-nigerias-data-protection-regulation-2019-by-isa-ali-ibra-
him-pantami/ 

II. Data Protection in Nigeria - Kashifu Inuwa Abdullahi, Aissatou Sylla (Hogan Lovells LLP) and Olufemi Daniel  
https://iclg.com/alb/11083-data-protection-in-nigeria 

III. Imperative of the Nigeria Data Protection Regulation – Dr. Vincent Olatunji a paper at Cybersecurity Awareness Workshop (Sep-
tember, 2019)

IV. Data Privacy and Protection: The Role of Regulation and Implications for Data Controllers In Developing Countries- Agballi 
MD; et al paper presented at IFIP WG 9.4 European Regional Conference on the Implications of Computers in Developing Countries. 
(Published by Springer 2020)

V. Enabling the Protection of Personal Data through Effective Regulation 
https://opinion.premiumtimesng.com/2019/11/14/enabling-the-protection-of-personal-data-through-effective-regulation-by-kashi-
fu-inuwa-abdullahi/ 

VI. Data Protection Adaptation in emerging economies a ‘Herculean task’- A conversation with Ibrahim Yeku published in 
Report on Supply Chain Compliance  Vol. 2, No. 4 March 7, 2019.  
https://compliancecosmos.org 

VII. Guide on Data Protection by Design -  
https://techhiveadvisory.org.ng/wp-content/uploads/2020/06/Guide-Data-Protection-By-Design-copy.pdf

14.O ACADEMIC 
PUBLICATIONS AND 
OPINIONS
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1. Press Release on Issuance of Guidelines on Use of Personal Data by Public Institutions https://nitda.gov.ng/press-release-guide-
lines-for-the-management-of-personal-data-by-public-institutions-in-nigeria/

2. Issuance of Notice on 2020 Annual Audit filing https://andersentax.ng/nitda-issues-notice-on-filing-of-2020-annual-audit-report/ 

3. NCC Guideline not in conflict with the NDPR https://nitda.gov.ng/press-release-ncc-regulation-not-in-conflict-with-the-nigeria-da-
ta-protection-regulation/

4. Data Collection in respect of COVID-19 management https://itedgenews.ng/2020/03/30/covid-19-data-collection-complies-with-
ndpr-says-nitda/

5. Grant of Extension to file Annual Data Audit Report https://www.mondaq.com/nigeria/data-protection/833190/nitda-grants-a-3-
month-extension-to-data-controllers-to-file-their-initial-data-protection-audit-report

6. NITDA Investigates Truecaller on potential breach of NDPR https://nitda.gov.ng/press-statement-nitda-commences-investiga-
tion-into-potential-breach-of-privacy-rights-of-nigerians-by-the-truecaller-service/

7. NITDA Trains media executives on NDPR https://www.facebook.com/nitda.nig/posts/nitda-trains-media-executives-on-nigeria-da-
ta-protection-regulation-lawthe-natio/2490002937886502/

8. How Techpoint met the NDPR Audit filing deadline https://techpoint.africa/2020/07/07/techpoint-africa-ndpr-compliant/

Videos and Podcast
I. FG Begins Campaign on Data Protection to Curb Cybercrime https://www.youtube.com/watch?v=KtsuakPFD1A

II. Report On The Nigeria Data Protection Regulation  https://www.youtube.com/watch?v=DQ1Q9BORaOk

III. The Nigeria Data Protection Law https://www.youtube.com/watch?v=arb-zcMoXwA

IV. NDPR Podcast with South Africa’s Techlaw Journalist- Tefo Mohapi https://www.iafrikan.com/2020/08/14/techlegalmatters12/ 

15.O PRESS GALLERY
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Despite the laudable strides already made as enumerated above, data protection in Nigeria still has a lot of room 
for improvement. The following are some of the ongoing efforts to strengthen data protection in Nigeria.

A. Data Protection Bill 2020
The increased cooperation by all relevant government organs to ensure Nigeria passes a world-class data 
protection law,  appropriate for the Nigerian environment is salutary. NITDA, as a major stakeholder, sup-
ports these efforts and we are engaging with all relevant parties to ensure that the gains and lessons of the 
NDPR implementation are not lost.

B. Creation of the Data Protection Commission
The Bill has made provisions that would make the Commission one of the strongest, independent and 
value-adding Data Protection Authorities in Africa. The country is focused on data privacy 
protection and also leveraging on data as the oil of the digital economy.

C. Data Protection in the Digital Economy
Analysis of receipts from audit implementation by DPCOs shows that over Two 
billion, two hundred million naira (N2,295,240,000) ($5,100,000) has been earned 
in one year. While 2,686 jobs roles have been created. These figures are a tip of 
the iceberg considering what is ahead. The data protection service market is 
expected to gross $100 million dollars by 2023.

NITDA would work with all stakeholders and the successor 
Commission to ensure Nigeria continues to improve on 
its current standings and help replicate its model in 
other sister countries within and outside Africa.

16.O THE FUTURE OF 
DATA PROTECTION IN 
NIGERIA
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4.1

The NDPR meets the need of the Nigerian 
environment

Rate the state of public awareness on the
NDPR as at June, 2020

List 3 top actions the Regulator 
should implement

As a DPCO my fee for compliance audit  
ranges from (in Naira)

Give your overall impression of the NDPR
Implementation thus far

Rating Ratio

1 - 5

Are you convinced NITDA has proven technical
competence on the NDPR implementation?

3.4

2.1

3.2

NITDA: NDPR PERFORMANCE 2019/2020 FOR DPCOs QUESTION SUMMARIES

38.46%

20.51%

2,000,000 and above

100,000 - 500,000

500,001 - 1,000,000

1,000,001 - 2,000,000

2.56%

5.13%

33.33%
Punitive Sanctions

Enact an Act 
of the Natonal 
Assembly

Publicise the NDPR 
success more

Increase Awareness

NIGERIA DATA PROTECTION REGULATION PERFORMANCE REPORT (2019-2020)

28

NATIONAL INFORMATION TECHNOLOGY DEVELOPMENT AGENCY



Our Data Protection function involves the 
following number of staff

Highlight key actions taken by NITDA 
that you appreciate

Rate the perception of data controllers to 
the implementation of the NDPR
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17.O PERSONAL DATA AS 
CATALYST FOR THE DIGITAL 
ECONOMY
(A research commissioned by NITDA)1 

A data-driven economy1 is critical to addressing challenges 
confronting an emerging economy such as Nigeria. Recently, 
cyber-security breaches involving high tech companies 

such as British Airways and Google led to the issuance of fines- 
£183million and £44 million respectively in the United Kingdom.2 
This has brought about the need for the National Information 
Technology Development Agency (NITDA) to push for the pro-
tection of personal data while providing a Regulation which will 
enable investment and economic opportunities. This has also 
raised the concern about how personal data can be generated, 
shared and utilised with third parties. The Nigeria Data Protection 
Regulation (NDPR) provides a direction for future use of data, 
giving citizens rights on the use of their personal data and the 
opportunities available.

Generally, data has long been of great interest and value. During 
colonial times,  giving loans to farmers required that the data of 
the farmer be checked in the local registry in order to ascertain 
the number of properties such an individual possessed.3Ancient 
states conducted censuses to gather information on their subjects 
to formulate policies and framework, which facilitated the task of 
levying taxes. Personal data collection has often required a trade-
off between respecting the right for the privacy of the person, 
including protection from extreme government intrusion, and 
taking advantage of the social and commercial benefits that can 
be gained from data processing.

While technology increases the possibility of data processing for 
the benefit of the big technology organisations, there are also many 
social benefits to be derived from personal data.

1 The Research Team was led by Dr. Worimegbe Powel Maxwell with inputs from NITDA Staff- Dr. Vincent Olatunji and Olufemi Daniel Esq.

2 Ajogbor and Isiandis 2019) on Data Privacy Regulations Under the Nigerian Data Protection Regulation 2019

3 Yan Carrière-Swallow and Vikram Haksar: The Economics and Implications of Data an Integrated Perspective.

4 African review of business and technology: Protecting the privacy and personal data crucial to Africa’s digital economy.

5 HM Treasury (2018): The economic value of data.

17.1 UNLOCKING THE ECONOMIC AND MARKET  
   VALUES OF PERSONAL DATA
The African Union Commission and the Internet Society issued 
guidelines for a responsible use of personal data while highlight-
ing the pivotal role of privacy protection in advancing the digital 
economy in Africa.4

The guidelines recommended should guide the citizens, policy-
makers, governments at all levels and other stakeholders to take 
strategic actions. Among the significant recommendations for the 
government is the need to protect and respect individuals’ privacy 
offline and online while prioritising the responsible and sustainable 
utilisation of personal data in the digital economy.

Personal data when leveraged and correctly utilised by governmental 
and non-govermental actors can be used in divergent ways (actions 
and outputs) within a legal framework to empower the citizens, 
increase efficiency, create economic opportunities and solve societal 
problems. Data also plays an increasingly important economic role 
in adding value to all sectors of the economy.

Data has become essential in international relations as it breeds 
cooperation and enhances international trade. The global flow of 
data increased 45 times within a period of 10 years (2005 to 2014) 
and brought about 3.3 % ($2.8 trillion) increase in global GDP in 
2014.5 To unlock the economic and market value of data, there is 
the need to introduce a market-based mechanism which will en-
hance the capacity of individuals to express how their personal data 
could be used. The market-based mechanism involves government 
initiatives which encourage and improve the capacity of different 
organisations to give citizens access to their data, provide the citizens 
with a platform to secure data and control how such data is utilised.
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One of the crucial ingredients missing in the personal data discus-
sion has been how to effectively engage citizens and enhance their 
capacity by giving them tools and a voice to control and express 
their view on how their data may be utilised.

17.2 LEVERAGING PERSONAL DATA AS A NEW  
   ASSET FOR DEVELOPMENT IN NIGERIA
Due to the mixed evidence on how personal data can be leveraged, a 
framework has been provided in this research to showcase personal 
data as a new asset for development in Nigeria.  In order to capture 
and analyse the evidence available and inform future comparative 
evaluations across sectors, market and organisations, there is a need 
to identify, create, test and expand existing frameworks on personal 
data. Below are parameters for the proposed analysis.

I. Defining the Local Conditions and Identifying the Users: the 
most successful personal data initiatives as seen in the developed 
countries and big tech organisations are those designed and 
executed with particular attention paid to the complexities of 
local conditions and identification of the stakeholders. Regulators 
should have a defined and clear sense of the issue at hand, identify 
the different users and the potential beneficiaries. Fuzzy and 
overly broad projects that have not identified the prospective 
users will generate less meaningful results, regardless of the 
viability of such projects.

6 Stefaan G. Verhulst and Andrew Young: Open Data in Developing Economies Toward Building an Evidence base on What Works and How 

II. Stakeholders Readiness: Successful creation and usage of 
personal data depends on the readiness of all stakeholders in-
volved. The NDPR and related regulations enable the collection, 
cultural transformation, consumption and sharing of data. The 
readiness of the stakeholders will provide the necessary feedback 
to government. This is an essential catalyst for effective and fast 
development of personal data capabilities. The commitment of 
stakeholders is crucial in determining the readiness to enjoy the 
economic value of personal data.

III.  Building Institutional Framework and Partnership:  Data cannot 
exist in isolation. The success of personal data initiatives depends 
on cooperation amongst diverse stakeholders.  The stakeholders’ 
engagement process should be designed to explore issues that 
would enhance the proper and legal use of personal data.

IV.  Risk Mitigation Strategy: Data intensive project implementers 
should be mindful of some of the risks associated with threats 
to individual privacy. There is a need for stakeholders to ensure 
that projects dealing with personal data are anonymised and 
audited adequately in order to mitigate any data risks. A concise 
and clear strategy should be formulated to mitigate these risks 
before proceeding with collaborations.

V. Building Sustainability: There is a need to focus on sustaina-
bility while securing personal data- a crucial resource. Personal 
data projects require resources and funding to be sustained, 
although it can be initiated with minimal resources. A flexible 
yet long term business strategy or model is crucial in driving 
sustainability, and this should be incorporated into all projects 
centred around personal data.6

 

17.3 Adopting the Verhulst and Young Logic Model6 for Unlocking the Economic and Market  
   Values of Personal Data in Nigeria.

Input (Supply) Stakeholders 
(Demand)

Enabling 
Conditions

Activities Output Value Added

Personal Data • Private Sector

• Government 

Agencies

• Academia

• Interest Groups - 

NGOs

• Entrepreneurs

• Corporate Bodies

• Collaboratives

• Intermediaries

• Infrastructure

• Policies

• Resource 

Availability

• Problem 

Definition

• Resource Allocation

• Data Collection

• Storing

• Sharing

• Utilisation

Personal Data has many real-world effects, and 

these can be evaluated using indicators such as,

• apps

• data-driven enterprises

• new enterprises 

• job creation in data driven sectors

• efficient service delivery

• citizens education

• industry level growth

• tracking impact and targeting interventions 

• enhanced decision making and satisfaction 

in citizens

• social mobilisation through advocacy

• government transparency and accountability

• collaborations and increased information 

sharing among entities.

• Improving 

Governance

• Empowering 

Citizens

• Creating Economic 

Opportunities

• Solving Public 

Problems
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17.4 THE IMPACT OF PERSONAL DATA ON THE  
   SOCIETY AND ECONOMY
I. Empowering Citizens
Personal data was employed in strengthening the citizens’ capacity 
to vote through mobile technologies as evidenced in the Democratic 
Republic of Congo (DRC), where electronic voting was deployed.

A proper utilisation of personal data increases transparency and 
act as a social mobilisation instrument for the citizens. The avail-
ability of personal data influences advocacy efforts for consumer 
protection groups and healthcare service delivery. This is evident 
in social mobilisation in Brazil where effective personal data use 
helped fight against pollution, women right violation.

Citizens also make better choices and informed decisions due 
to the availability of personal data as evident in Kenya, where 
access to personal data provided the citizens with information 
on voters’ registration centres and how they could navigate their 
ways there.

Perceived corruption practices are also discovered and checked. 
The recent successes of the Nigerian Economic and Financial Crime 
Commission (EFCC) can be said to be largely due to the availability 
of personal data and related information.

II. Tackling Societal Challenges
Personal data is also a critical component in tackling societal challeng-
es. Government at national and state levels have made recourse to 
personal data processing to track, trace and treat COVID-19 patients 
and exposed persons. Collection and sharing of personal data have 
also aided the execution of intervention programmes. The Npower 
programme and other social investment programmes are cases in 
point in Nigeria.

III. Improving Governance
Personal data is pivotal in improving governance and in the formu-
lation of policies. There are several ways this impact is manifested: 

• it drives data-driven and enhanced decisions in government 
and provides the necessary platform for the government to 
access its citizens.

• it fosters efficient and better service delivery. With the ongoing 
process innovations in the electioneering process, personal data 
will play a crucial role in future elections in Nigeria.

IV. Creating Opportunities
Personal data, under the right conditions, create economic oppor-
tunities. The following opportunities are created:

• access to data has increased the capacity of businesses and 
individuals to access loans without the rigours of collateral or 
bulky information.

7 Stiglitz, Joseph: Information and the Change in the Paradigm in Economics in American Economic Review 

• personal data serves as a new business asset for start-ups and 
entrepreneurs. Where such data is made easily and cheaply 
available, it opens the doors for innovative ideas in the pri-
vate sector.

When integrated with proprietary data, personal data has the po-
tential to create far-reaching and more systemic economic growth. 

17.5 CREATING MARKETS FOR PERSONAL DATA
In creating a market for personal data, it is important to note firstly, 
that personal data serves as an input factor in the production of 
services and goods, and contributes immensely to efficiency and 
innovation. Secondly, personal data shifts and creates information 
across economic agents affecting strategic interactions and infor-
mation frictions.7

In its capacity as an input in the production process, personal data 
fosters the creation of knowledge which is directed towards the 
development of goods and services or enhancement of existing 
assets. Creating value from personal data as an input factor of 
production requires support from skilled labour which makes its 
processing and transformation possible. Personal Data, if correctly 
utilised by stakeholders can create new insight, innovations in the 
development of a wide range of products in the banking, agricul-
ture, health and other sectors critical to the Nigerian economy.

In creating information across economic agents, personal data in-
corporates commercial agents such as companies and consumers. 
This creates better and efficient transactions since personal data 
reduces information asymmetries. Where a seller gets access to 
potential customer’s interest and individual characteristics, such 
a seller would offer and deliver customised goods and services to 
the customers. Customers with specific features will benefit from 
such personalised services which will accurately fit into their needs 
as provided by the firms. Availability of personal data will increase 
the commercial value for the firm while increasing its economic 
efficiency. Gaining access to personal data will also influence its 
ability to apply price discrimination strategies.

In building a robust market, personal data plays a pivotal role in the 
intermediation of financial services. Access to personal data is an 
essential input into the business of financial intermediation and 
a vital part of the promise that technology offers to the provision 
of financial service. As seen in the financial industry, finance pro-
viders (lenders) utilise the personal data of potential customers to 
determine their capacity to pay back and their creditworthiness. 
Ability to access personal data provides the financial institutions 
with full information on the customers’ capacity to pay, location, 
whom to go to in the case of default and the authenticity of the 
customers claim.  The access to customers’ personal data can re-
duce information irregularities, holding the promise of lowering 
lending costs and expanding the availability of credit. Sharing of 
personal data among financial service institutions can create moral  
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hazard issues and attenuate adverse selection thereby increasing 
the provision of credit by reducing information asymmetries. This 
is what the NDPR intends to prevent or reduce.

Competitive parameter is achieved in a modern economy through 
access to data. While it is yet to be determined, the extent to which 
regulators will enforce competitiveness as regards personal data 
utilisation, NITDA provides the foundational framework for per-
sonal data use in Nigeria. Whoever controls and regulates data has 
the power and means to create services and products, allowing 
them to benefit from business insights and providing them dis-
tinct market advantages.8 Unleashing the full potential of data 
produced by the digital economy will require both the creation 
of infrastructure to facilitate data exchange and development of 
new market models and mechanisms.

17.6 THE VALUE OF PERSONAL DATA IN CRITICAL  
  SECTORS OF THE ECONOMY
Agricultural Sector
• Taking a cue from smallholder farmers in Uganda, access to per-

sonal data by the government made it possible for government 
and its agencies to send messages to about 190, 000 citizens 
on strategies to protect their crops from infections and how 
to treat infected crops. The farmers were also able to improve 
on their crop yields and save money.

• Personal data is always important in digital agriculture since 
it adds value to the agricultural value chain by contributing 
to better services and products, enhanced decision making 
and providing the resources for efficient dissemination of 
information. The National Adopted Village for Smart Agri-
culture (NAVSA) project championed by NITDA under the 
FMoCDE is a good example of how data can be leveraged for 
better agricultural outputs.

• In empowering the smallholder farmers in Ghana, private sec-
tor stakeholders disseminated information to farmers through 
their mobile phones with assistance from telecommunication 
firms in local languages.

• The utilisation of personal data also improves farmers’ produc-
tivity by providing access and knowledge to key farm inputs, 
addressing critical constraints, providing advice and getting 
insights into the weather and market prices.

I. Health Sector
• The health sector has enjoyed the application of personal data 

in its operations.  There is improved efficiency and performance 
among Health Maintenance Organizations (HMOs) due to the 
availability of customers’ personal data thereby enhancing  cus-
tomers’ experience.

8 Foteini Zampati: Does data mean power for smallholder farmers?

9 World Economic Forum and the Boston Consulting Group: Unlocking the Value of Personal Data, From Collection to Usage.

• Evidences from some African countries also reveal that access 
to personal data has helped in the provision of bed nets (which 
prevents the spread of mosquitoes) and also track human 
movement thus curtailing the spread of diseases.

• It has also reduced the incidence of corruption in the health 
sector and enhanced transparency in the management of fi-
nances in that sector.

• The utilisation of personal data has provided tools to drive 
innovative, high-value societal and business outcomes in the 
health sector.

II. Education Sector
• The education sector is more transparent and efficient through  

the appropriate use of data. For instance, the Nigerian government 
is able to monitor and effectively execute a policy which feeds 
over 24 million primary school pupils through appropriate use 
of personal data.

• As evidenced in Mexico, the availability of personal data led to 
the discovery of corruption in the education sector as “ghost” 
teachers were discovered in the payrolls of the government. At the 
same time, it was also used to check misappropriation of funds. 
This has also been achieved in the Nigerian education sector.

• Government and the Ministry of Education can also leverage 
on personal data to reform the educational sector. This has 
been achieved in Tanzania, Kenya, Philippines and Mexico.

III. Business Sector
• There are enormous opportunities for customers and businesses 

to create value through personal data. Driven by technological 
innovation, personalised services and products that can better 
meet the business and customer needs. However, in order to 
optimise these opportunities, there is a need for greater par-
ticipation among stakeholders and regulations on how data 
should be correctly utilised.

• Personal data was analysed by TrueCar an automobile company 
in providing better transparent prices in the retail automotive 
market place which saved time and cost and increased cus-
tomer’s efficiencies.

• Using personal data vaults (lockers) can save the world 10 
billion hours and improve the delivery of public and private 
sector services.9

IV. Humanitarian Service
• Accurate and highly comprehensive personal data enhances 

the capacity of organisations to identify and better provide 
humanitarian aids to effectively solve  social problems, better 
coordinate relief effort and urgently identify sectors that are 
in dire need of humanitarian assistance.



To see those taking your data privacy seriously,
Download NDPR Audit Filing Compliant 

Organisations’ List 2019-2020 at

www.nitda.gov.ng

• As witnessed in Egypt and East Africa, personal data was utilised 
in reconnecting refugees with their families. This has significantly 
amplified the number of refugees helped.10

10  http://www3.weforum.org/docs/WEF_IT_UnlockingValuePersonalData_CollectionUsage_Report_2013.pdf

CONCLUSION
From the foregoing, the value of personal data in the digital economy 
is humongous. This research is introductory in that it is aimed at 
titillating further research interests with a view to devising work-
able models for a sustainable use of data which is the new oil. 
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